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Computer and Network Use, BP and AP 3720
September 10, 2009
(Adapted from: Liebert and Cassidy, AP 3720 Computer and Network Use, Revised 9/05, 08/06, 02/07)

First, a few general comments:

These comments were generated based on recommendations from Dave Clemens and the Academic Freedom Committee and Steve Albert from the DE Task Force (Please see the appendix). One of Dave Clemens’ main comments was that faculty should obtain a legal opinion on this policy from the perspective of MPC faculty. The Academic Senate has no resources to do this on their own. We have asked the MPCTA union to ask their state leadership to look into this. We can also ask our ASCCC delegate to investigate the possibility of doing this through the ASCCC at the fall plenary. We can also look for faculty advocacy groups that provide this kind of thing, but we do not know of any at this time. In developing these comments, we also looked at the policies from Santa Barbara City College and the University of California

http://www.sbcc.edu/computerresources/sbccelectroniccommunications.php
http://www.ucop.edu/ucophome/policies/ec/html/pp081805ecp.html
These two policies are very similar; whoever wrote one of them clearly had a look at the other. 

A few more specific points:

1. The policy needs a “definition of terms” section. Terms like computer systems, computer services, information resources, district information resources, computer-based information resources, among others, all need to be carefully defined so that we can understand what is written in this policy.
2. The policy needs a much more clear definition of what constitutes a situation where a user’s electronic files and records may be investigated without their consent. Otherwise, it’s a witch hunt. 

3. The policy needs to refer to an appeal process for such nonconsensual searches. 

4. We may want to consider whether this policy should address the content of messages and images at all. If looking at something is illegal, is there utility in repeating that it is illegal in this policy? If harassment, threats, or fraud is already illegal or against district policy, is there any reason to repeat it here? 
5.  “No expectation of privacy” is a phrase we should all live by, but these sections in the policy are way too harsh. They need some checks and balances.

6. We are currently not sure about the issue of anonymity, or the use of pseudonyms while transmitting messages. This needs further investigation and dialogue. 

7. We find nothing in here about intellectual property rights. Should this BP or AP reference the contractual(?) agreement in place for instructors that develop DE courses? What about other intellectual property rights? 
BP 3720 
Computer and Network Use 

Reference:

Education Code Section 70902;  17 U.S.C. Section 101 et seq.; Penal Code Section 502, Cal. Const., Art. 1 Section 1; Government Code Section 3543.1(b)
Employees and students who use District computers and networks and the information they contain, and related resources
 have a responsibility not to abuse those resources and to respect the rights of others. The Superintendent/President shall establish procedures 
that provide guidelines to students and staff for the appropriate use of information technologies. The procedures shall include that users must respect software 
copyrights and licenses, respect the integrity of computer-based information resources, refrain from seeking to gain unauthorized access, and respect the rights of other computer users.
 

See Administrative Procedures [  AP 3720  ].

Revised 08/06

AP 3720 Computer and Network Use
COMPUTER AND NETWORK USAGE ADMINISTRATIVE REGULATION

I. SCOPE AND APPLICABILITY

A. Introduction

Monterey Peninsula Community College District (MPC) owns and operates a variety of computer systems and resources for use by its students, faculty, and staff. MPC encourages the use of its computer systems for education, academic development, public service, communications, and College business. All users of MPC’s computing resources must read, understand
, and comply with the terms outlined in this Policy, as well as any additional guidelines established by the administrator of the system. By using any of these systems, users agree that they will comply with these policies. Users understand and agree that MPC’s role in managing these systems is only as an information carrier and that they 
will never consider transmission through these systems as an endorsement of said transmission by MPC.
B. College System

The College Computer and Network systems are the sole property of Monterey Peninsula Community College District. They may not be used by any person without the proper authorization of the District. The Computer and Network systems, including electronic mail (e-mail), network use, online courses, Internet use, and College websites, are for District instructional and work related purposes. MPC reserves all rights, including termination of service without notice, to the computing resources it owns and operates. These procedures shall not be construed as a waiver of any rights of MPC
, nor shall they conflict with applicable law.
C. Applicability

1. This regulation applies to all District students, faculty and staff and to others granted use of District information resources. Users who are accessing Monterey Peninsula College electronic information resources from off-campus (for example, distance education students, remote connectivity, and WebMail) are responsible for obeying this regulation. This regulation refers to all District information resources whether individually controlled or shared, stand-alone or networked. It applies to all computer and computer communication facilities owned, leased, operated, or contracted by the College. This 
includes personal computers
, workstations, wireless networks, mainframes, associated peripherals, software and information resources, regardless of whether used for administration, research, teaching or other purposes. 
2. Conditions of Use. Individual units, such as labs and classrooms, within the College may define additional conditions of use for information resources under their control. These statements must be consistent with this overall regulation but may provide additional detail, guidelines and/or restrictions
3. Legal Process. This procedure exists within the framework of the College Board Policy and State and Federal laws. A user of College information resources who is found to have violated any of these policies may be subject to disciplinary action up to and including but not limited to loss of information resources privileges; disciplinary suspension or termination from employment or expulsion; and/or civil or criminal legal action.

II. GENERAL POLICIES

A. Copyrights and Licenses 
Computer users must respect copyrights and licenses to software and other on-line information.
1. Copying - Software protected by copyright may not be copied except as expressly permitted by the owner of the copyright or otherwise permitted by copyright law. Protected software may not be copied into, from, or by any College facility or system, except pursuant to a valid license or as otherwise permitted by copyright law. Number of Simultaneous Users - The number and distribution of copies must be handled in such a way that the number of simultaneous users in a department does not exceed the number of original copies purchased by that department, unless otherwise stipulated in the purchase contract.
2. Copyrights - In addition to software, all other copyrighted information (text, images, icons, video, music, other audio files, programs, etc.) retrieved from computer or network resources must be used in conformance with applicable copyright and other law. Copied material must be properly attributed. 
3. Plagiarism of computer information is prohibited in the same way that plagiarism of any other protected work is prohibited
.

4. Downloading of music and video files 
is only permitted when 1) the material is for academic use or college business, and 2) if express permission of the owner of the material can be demonstrated or if it fits into the category of “Fair Use.” MPC has an agreement with the American Society of Composers, Authors and Publishers (ASCAP) and Broadcast Music, Inc. (BMI) to pay for use of copyrighted media.
5. Peer-to-peer applications used for the purpose of downloading copyrighted media illegally are prohibited from campus computers and guest computers that may connect to the MPC network
. 
B. Integrity of Information Resources. 
Computer users must respect the integrity of computer-based information resources
.
1. Modification or Removal of Equipment - Computer users must not attempt to modify or remove computer equipment, software, or peripherals that are owned or housed by Monterey Peninsula College without authorization from systems administrators (Information Technology Network Support) at Monterey Peninsula College.
2. Unauthorized Use - Computer users must not interfere with others’ access and use of College computers. This may include but is not limited to: deliberately running programs that intentionally damage or slow down the College network; unauthorized modification of system setups, operating systems, or disk partitions; attempt to crash or tie up a College computer or network; non-instructional/College business use of Internet radio, video, or audio communications; and damaging or vandalizing College computing facilities, equipment, software or computer files.
3. Unauthorized Programs - Computer users must not intentionally develop or use programs which disrupt other computer users or which access private or restricted portions of the system or network, or which damage the software or hardware components of the system. Computer users must ensure that they do not use programs or utilities which interfere with other computer users or that modify normally protected or restricted portions of the system or user accounts. The use of any unauthorized or destructive program will result in disciplinary action as provided in this procedure, and may further lead to civil or criminal legal proceedings. Unauthorized programs include the use of peer-to-peer file sharing applications for purposes of bypassing copyright law and other personal software.
C. Unauthorized Access. 
Access and privileges on MPC’s computing systems are assigned and managed by the administrator of the specific system. Computer users must not seek to gain unauthorized access to information resources and must not assist any other persons to gain unauthorized access.
1. Abuse of Computing Privileges – When using College information resources, users must not access computers, computer software, computer data or information, or networks without proper authorization, or intentionally enable others to do so, regardless of whether the computer, software, data, information, or network in question is owned by the College. For example, abuse of the networks to which the College belongs or the computers at other sites connected to those networks will be treated as an abuse of College computing privileges.
2. Reporting Problems - Any irregularities discovered in user accounts or system security must be reported promptly to Information Technology Network Support so that steps can be taken to investigate and solve the problem.
3. Password Protection - A computer user who has been authorized to use a password-protected account may be subject to both civil and criminal liability 
if the user discloses the password or otherwise makes the account available to others without permission of the user’s supervising administrator and notification to the Dean of Information Technology and Media Services. Disclosure includes leaving a password-protected site open while away from the computer so that others have the opportunity to acce
ss password-protected data without authorization to do so.
D. Usage. 
Computer users must respect the rights of other computer users. Attempts to circumvent these mechanisms in order to gain unauthorized access to the system or to another person’s information are a violation of College procedure and may violate applicable law.
1. Messages and Images 
- Users may not use electronic communication facilities to send or intentionally access
 fraudulent, harassing, obscene, threatening
, or other messages or material that violate applicable federal or state or other law 
or District policy. College policies 
prohibit the unauthorized release of confidential information.
2. Information Belonging to Others - Users must not intentionally seek or provide information on, obtain copies of, or modify data files, programs, or passwords belonging to other users, without the permission of those other users.
3. Rights of Individuals - Users must not release any individual’s (student, faculty, and staff) personal information to anyone without proper authorization.
4. User identification - Users of College information resources shall not send communications or messages anonymously or without accurately identifying the originating account or station.

E. Political, Personal and Commercial Use  
The District is a non-profit, tax-exempt organization and, as such, is subject to specific federal, state and local laws regarding sources of income, political activities, use of public property and similar matters.
1. Political Use - District information resources must not be used for partisan political activities where prohibited by federal, state or other applicable laws.
2. Personal Use - District information resources may be used for incidental personal purposes provided that no students are waiting to access computers or networks for academic work. 

3. Commercial Use - District information resources shall not be used for non-college commercial purposes. 
F. Nondiscrimination. 
All users have the right to be free from any conduct connected with the use of Monterey Peninsula College network and computer resources which discriminates against any person on the basis of Board Policy #5100 on nondiscrimination. 
G. Disclosure
1. No Expectation of Privacy 
- The College reserves the right to monitor all use of the College network and computer resources to assure compliance with these policies. Users should be aware that they have no expectation of privacy in the use of the College network and computer resources. The College will exercise this right only for legitimate College purposes, 
including but not limited to ensuring compliance with this procedure and the integrity and security of the system. Screening of system-wide incoming electronic information solely for the purpose of system security, i.e., virus protection, may be performed as needed.
2. Possibility of Disclosure - Users must be aware of the possibility of unintended disclosure of communications.
 
3. Retrieval - It is possible for information entered on or transmitted via computer and communications systems to be retrieved, even if a user has deleted such information.

4. Public Records - The California Public Records Act (Government Code Sections 6250 et seq.) includes computer transmissions
 in the definition of “public record” and nonexempt communications 
made on the District network and computer must be disclosed if requested by a member of the public. 

5. Litigation - Computer transmissions and electronically stored information may be discoverable in litigation.
III. ELECTRONIC MAIL POLICIES 

A. Monterey Peninsula College encourages students, faculty, and staff to use electronic mail (e-mail) in order to further the vision
, mission, and goals of the College.

B. All Section III. GENERAL POLICIES as listed above, items A. through G. apply equally to the use of MPC e-mail and also:
1. Those who use MPC e-mail services are expected to do so responsibly and to comply with state and federal laws, with the policies and procedures of the College, and with normal standards of professional and personal courtesy and conduct.

2. In order to maintain an efficient and responsive e-mail system, e-mail users need to limit the number of messages they store and staff 
may regularly archive messages they want to keep.
3. When an individual’s affiliation with the College is terminated
, the College may elect to: terminate the individual’s e-mail account, redirect electronic mail, or continue the account.

IIIV. DISSEMINATION AND USER ACKNOWLEDGMENT 
A. All users shall be provided copies of these procedures and be directed to familiarize themselves with them.
1. Computer, Network Use, and E-Mail Agreement (Legal notice posted for network access)

Monterey Peninsula College Computer, Network Use, and E-Mail Agreement

The College Computer and Network systems are the sole property of Monterey Peninsula Community College District. They may not be used by any person without the proper authorization of the District. The Computer and Network systems including e-mail, network use, online courses, Internet use, and College websites, are for District instructional and work related purposes.

Computer users must respect copyrights and licenses for software, music, video and other online information. Users must respect the integrity of computer-based information resources. Users must not seek to gain unauthorized access to information resources and must not assist any other persons to gain unauthorized access. Users must respect the rights of other computer users. Users should be aware that they have no expectation of privacy in the use of the College network and computer resources. Attempts to circumvent these mechanisms in order to gain unauthorized access to the system or to another person’s information are a violation of District procedure and may violate applicable law. District information resources 
should not be used for non-college commercial or political purposes.

As a condition of using MPC information resources, I agree to abide by the standards set in the MPC Computer and Network Policy for the duration of my employment, enrollment, or guest access. I am aware that violations of this Computer and Network Usage Procedure may subject me to disciplinary action, including but not limited to revocation of my network account up to and including prosecution for violation of State and/or Federal law, disciplinary suspension or termination from employment or expulsion, and/or civil or criminal legal action.

I have read and I agree to abide by this policy.  OK

Reference: 17 U.S.C. Section 101 et seq.; Penal Code Section 502, Cal. Const., Art. 1 Section 1; Government Code Section 3543.1(b) ; Federal Rules of Civil Procedure, Rules 16, 26, 33, 34, 37, 45

Appendix. 

Communications from Dave Clemens, 

Chair of the Academic Senate Academic Freedom Committee.

And

Steve Albert, representing the DE Task Force

From: David Clemens 
Sent: Tuesday, September 15, 2009 5:02 PM
To: Alfred Hochstaedter
Subject: 

Hi, Fred,
 

I know you wanted something soon on the Network Use Policy.  I've solicited the committee twice with Joplin and Fox responding.  I also ran it by Bill and Stephanie in the Library.  Here's what I've got.  I think a critical question to answer before any other is:  does the Board want a massive surveillance structure and expense or would they rather minimize exposure and cost by limiting personal information collection and archiving (see EFF recommendations below)?  Then the Administration should take steps to establish the college system as merely a channel, similar to the academic freedom position of the college as the host of ideas, not the advocate.  Personally, I think that there is potential in this proposed policy for significant financial impact to the college in terms of additional personnel necessary for the kind of monitoring, storage, and retrieval it permits (at a time when we can barely keep the damned system running at all).
 

I have to be in Boston starting tomorrow but will be back next Monday.
   
 

Questions:
1.       Was a legal counsel involved in devising the policy?  Were systems engineers involved?
2.       Section II.A.c prohibits “plagiarism.”  Does the District have a plagiarism definition?  
3.       Section II.D.a is a severe academic freedom violation for students and teachers doing research.  It would be difficult to research any censorship issue without accessing that which has been censored.
4.       Section II.D.d does conflict with some Internet case law in which anonymity has been held to be permissible under the First Amendment.  User identification issues increase the collection of personal identifier information (p.i.i.).  
5.       Section II.G.a is a rather authoritarian and Draconian formulation—the college disavows any attempts to protect the privacy of users and establishes a willingness to expend valuable resources in monitoring “all use of College network . . . .”  
6.       Section II.G.b says “Users must be aware of the possibility of unintended disclosure of communications” while Section II.D.c  says users must not release any individual’s . . . personal information to anyone . . . .”  Does II.G.b protect IT and II.D.c penalize users?
7.       Section II.G.d says all computer transmission must be disclosed if requested by a member of the public.  This cannot be correct, and contains the seeds of disaster.  For example, “Please send me all electronic communication made by Dr. Garrison for the last three years.” 
8.       Section II.H.a  says “District information sources should not be used for non-college commercial purposes.”  Does this include research for a book?  Also, this “legal notice” is called a “Use Agreement” but students are asked to agree to abide by the “policy.”  The Agreement contains several policies.
Recommendations:
1.       Before proceeding, the Board and Administration should decide their level of commitment to privacy.  Serious cost issues are involved.
2.       If legal counsel was not involved in devising the policy, a lawyer should be consulted for his/her legal advice.
3.       The Policy does not establish concrete parameters for the collection and retention of user’s personal identifier information (PII).
4.       The Electronic Frontier Foundation (EFF) recommends that an online service provider (OSP) “can keep its costs and risks down by setting clear policies about data retention” because “OSPs cannot be forced to provide data that does not exist.”  “EFF suggests that OSPs draft an internal policy that states that they collect only limited information and do not retain any logs of user activity on their networks for more than a few weeks.”  
5.       If MPC can establish that it only provides connectivity, many potential legal problems become moot.  For example, DMCA subpoenas apply only to OSPs that host a copyrighted work.
6.       EFF also states that “As a matter of law and as a good information practice, OSPs should publish privacy policies describing what they do with the data they collect . . . : w what purposes they will use it for, how long they will keep it, whom (if anyone) they will share it with, and under what terms.”
7.       EFF says “Being strict about deleting all PII on servers will protect OSPs from many hidden costs.  EFF has several suggestions for obfuscation, aggregation, and deletion and also recommends the use of https (a secure sockets layer) for heightened privacy.
8.  Finally, EFF notes that “Systems engineers are often in the best position to know exactly what the OSP collects and stores, and a privacy policy written my marketing and legal staff without an in-depth understanding of the technical details may ultimately be inaccurate.
 

From: Steve Albert

Sent: Thursday, September 17, 2009 4:30 PM

To: Jon Mikkelsen; Sarah Mawhirter; Alexis Copeland; Jonathan Osburg; Debbie Anthony; Mark Clements; Paola Gilbert; Richard Abend

Cc: Alfred Hochstaedter

Subject: RE: distance ed feedback sought

Hello all.  This is what I sent to Fred.

"Have read it several times.  Hurrah!

It is beyond my abilities to assess the bulk of the legal issues addressed in this document.

The rules and laws all seem appropriate to me, though rather officious.

To my mind, the issues of property rights / privacy online and in our computers etc. are evolving.

My rule ... If it is in your computer at work, assume it is public. Maybe that is something we tell faculty.

Anyway this is what I come up with after reading the doc:

1. Is there space here for some kind of "fair use for academic purposes" type legal jargon.  I think that "Google academic" just posts copies  claiming some such kind of right.  For example, I might want to post some kind of copied off new article ... I don't know just brainstorming here.  Should we, as faculty, want to address that?  For example, you can show a movie in a film class without paying rights for it because it is for academic purposes no?

2. I think we should be less "squeaky wheel" about THIS document and expend efforts and energy when the moment comes when the debate centers around the following issue:

As academics we are mostly concerned with the following:

I develop an online course.  Let's say Geology 1.  It has attached to it question banks, lectures, all sorts of doodads.  I leave the school.  Can another teacher (adjunct or anyone) use the material / online class materials?  To me, this is more interesting.  Yet, it may also really be a non-issue.  I would imagine we would all make reasonable decisions about such things, but as soon as we produce some official position there will be more arguments than it warrants.  I don't know.

Well, there you have the two things that came to mind."

Cheers,

Steve

�I think the “related resources” clause should come before the “information they contain” clause, as in “Employees and students who use District computers and related resources, and the information they contain, have a responsibility…..”


�Will the procedures contain anything else besides guidelines? From the information given here, it sounds like they are *only* guidelines.


�Seems odd that only software is singled out here. I know you’re concerned about the music downloads, but aren’t other copyrights and licenses just as important?


�It seems mentioning that we need to respect the rights of others twice is not necessary.


�This is an unreasonable and unenforceable request. Hell, I don’t understand all of this. Recommend that you refrain from saying things that you’re not prepared to enforce. Recommend deletion.


�Unclear if the “they” refers to MPC or to computer and network users.


�What does this mean?


�To what does this “This” apply? To the previous sentence? It is not clear.


�Does this refer to what are commonly referred to as “PCs”, like what sits at my MPC desk? Or does it refer to my personal computer that is usually at home?


�I think this is the way that many of the issues raised in this AP should be handled. Please cite the particular policy to which you refer.


�Why aren’t these issues considered to be covered under #2?


�This is blatantly unenforceable. If you can’t or have no intention of enforcing something, don’t include it.


�Please define.


�This seems WAY too harsh. See next comment.


�What this says is that an employee is subject to both civil and criminal liability, even if all the employee does is step away from a computer that has a password-protected site open. Since *all* of our computers are password protected, it means that if I step away to the restroom while leaving my computer on that I’m subject to civil and criminal liability. This sounds WAY too harsh to me. Can’t we put the sensitive student grade and transcript stuff behind another, different password and have this section refer to that only?


�This section could profitably refer to the Academic Freedom board policy.


�How can we possibly teach about these subjects if we can’t access them.


�These terms are poorly defined and difficult to interpret. What exactly is this policy referring to? 


�Doesn’t the violate law phrase cover it here. If it’s illegal we can’t do it, whether we’re dealing with printed paper, recorded sounds, or digital files. We should delete the harassing, obscene, threatening references that just open this up to unnecessary, wider interpretation.


�Which ones?


�This section needs more thought. Do we want to allow pseudonyms, for example? Can we not allow somebody to anonymously protest district policies without fear of retribution? An anonymous or pseudonym email is a reasonable way to do this in the modern world.


�Words to live by, but it badly needs some checks and balances. 


�These legitimate college purposes need to be defined. The UC and SBCC policies do a reasonable job of defining the circumstances under which privacy can be invaded. We would like some language that addresses a reasonable expectation of privacy under normal circumstances, perhaps by comparing internet use to talking on the phone or browsing in a library. Then the circumstances under which nonconsensual search of electronic files can take place should be described. This section needs checks and balances.


�What does this mean?


�Again, we need a description of the circumstances under which the district can search through our trash, otherwise it is an evasion of privacy.


�What does this mean? Definition please.


�What does this mean? Definition please.


�Please clarify the circumstances under which this could happen, and the scope and extent to which such a request would be honored.


�MPC does not currently have a vision statement.


�The term “staff” is commonly meant to refer to classified staff. Is that the meaning here? Or does this refer to all MPC employees, including faculty members? Or does this term refer specifically to IT staff?


�Perhaps a softer word could be found here. Or is the implication for those situations where an employee is terminated against his or her will?


�Please define.


�OK!


�What is this a reference to?
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