From: David Clemens 
Sent: Tuesday, September 15, 2009 5:02 PM
To: Alfred Hochstaedter
Subject: 

Hi, Fred,
 

I know you wanted something soon on the Network Use Policy.  I've solicited the committee twice with Joplin and Fox responding.  I also ran it by Bill and Stephanie in the Library.  Here's what I've got.  I think a critical question to answer before any other is:  does the Board want a massive surveillance structure and expense or would they rather minimize exposure and cost by limiting personal information collection and archiving (see EFF recommendations below)?  Then the Administration should take steps to establish the college system as merely a channel, similar to the academic freedom position of the college as the host of ideas, not the advocate.  Personally, I think that there is potential in this proposed policy for significant financial impact to the college in terms of additional personnel necessary for the kind of monitoring, storage, and retrieval it permits (at a time when we can barely keep the damned system running at all).
 

I have to be in Boston starting tomorrow but will be back next Monday.
   
 

Questions:
1.       Was a legal counsel involved in devising the policy?  Were systems engineers involved?
2.       Section II.A.c prohibits “plagiarism.”  Does the District have a plagiarism definition?  
3.       Section II.D.a is a severe academic freedom violation for students and teachers doing research.  It would be difficult to research any censorship issue without accessing that which has been censored.
4.       Section II.D.d does conflict with some Internet case law in which anonymity has been held to be permissible under the First Amendment.  User identification issues increase the collection of personal identifier information (p.i.i.).  
5.       Section II.G.a is a rather authoritarian and Draconian formulation—the college disavows any attempts to protect the privacy of users and establishes a willingness to expend valuable resources in monitoring “all use of College network . . . .”  
6.       Section II.G.b says “Users must be aware of the possibility of unintended disclosure of communications” while Section II.D.c  says users must not release any individual’s . . . personal information to anyone . . . .”  Does II.G.b protect IT and II.D.c penalize users?
7.       Section II.G.d says all computer transmission must be disclosed if requested by a member of the public.  This cannot be correct, and contains the seeds of disaster.  For example, “Please send me all electronic communication made by Dr. Garrison for the last three years.” 
8.       Section II.H.a  says “District information sources should not be used for non-college commercial purposes.”  Does this include research for a book?  Also, this “legal notice” is called a “Use Agreement” but students are asked to agree to abide by the “policy.”  The Agreement contains several policies.
Recommendations:
1.       Before proceeding, the Board and Administration should decide their level of commitment to privacy.  Serious cost issues are involved.
2.       If legal counsel was not involved in devising the policy, a lawyer should be consulted for his/her legal advice.
3.       The Policy does not establish concrete parameters for the collection and retention of user’s personal identifier information (PII).
4.       The Electronic Frontier Foundation (EFF) recommends that an online service provider (OSP) “can keep its costs and risks down by setting clear policies about data retention” because “OSPs cannot be forced to provide data that does not exist.”  “EFF suggests that OSPs draft an internal policy that states that they collect only limited information and do not retain any logs of user activity on their networks for more than a few weeks.”  
5.       If MPC can establish that it only provides connectivity, many potential legal problems become moot.  For example, DMCA subpoenas apply only to OSPs that host a copyrighted work.
6.       EFF also states that “As a matter of law and as a good information practice, OSPs should publish privacy policies describing what they do with the data they collect . . . : w what purposes they will use it for, how long they will keep it, whom (if anyone) they will share it with, and under what terms.”
7.       EFF says “Being strict about deleting all PII on servers will protect OSPs from many hidden costs.  EFF has several suggestions for obfuscation, aggregation, and deletion and also recommends the use of https (a secure sockets layer) for heightened privacy.
8.  Finally, EFF notes that “Systems engineers are often in the best position to know exactly what the OSP collects and stores, and a privacy policy written my marketing and legal staff without an in-depth understanding of the technical details may ultimately be inaccurate.
 

From: Steve Albert

Sent: Thursday, September 17, 2009 4:30 PM

To: Jon Mikkelsen; Sarah Mawhirter; Alexis Copeland; Jonathan Osburg; Debbie Anthony; Mark Clements; Paola Gilbert; Richard Abend

Cc: Alfred Hochstaedter

Subject: RE: distance ed feedback sought

Hello all.  This is what I sent to Fred.

"Have read it several times.  Hurrah!

It is beyond my abilities to assess the bulk of the legal issues addressed in this document.

The rules and laws all seem appropriate to me, though rather officious.

To my mind, the issues of property rights / privacy online and in our computers etc. are evolving.

My rule ... If it is in your computer at work, assume it is public. Maybe that is something we tell faculty.

Anyway this is what I come up with after reading the doc:

1. Is there space here for some kind of "fair use for academic purposes" type legal jargon.  I think that "Google academic" just posts copies  claiming some such kind of right.  For example, I might want to post some kind of copied off new article ... I don't know just brainstorming here.  Should we, as faculty, want to address that?  For example, you can show a movie in a film class without paying rights for it because it is for academic purposes no?

2. I think we should be less "squeaky wheel" about THIS document and expend efforts and energy when the moment comes when the debate centers around the following issue:

As academics we are mostly concerned with the following:

I develop an online course.  Let's say Geology 1.  It has attached to it question banks, lectures, all sorts of doodads.  I leave the school.  Can another teacher (adjunct or anyone) use the material / online class materials?  To me, this is more interesting.  Yet, it may also really be a non-issue.  I would imagine we would all make reasonable decisions about such things, but as soon as we produce some official position there will be more arguments than it warrants.  I don't know.

Well, there you have the two things that came to mind."

Cheers,

Steve
