Section 3720.31 Privacy

The District recognizes that principles of academic freedom and shared governance, freedom of speech, and privacy hold important implications for the use of electronic communications. This Policy reflects these firmly-held principles within the context of the District's legal and other obligations. The District respects the privacy of electronic communications in the same way that it respects the privacy of paper correspondence and telephone conversations.
The District does not routinely inspect, monitor, or disclose electronic communications. Nonetheless, subject to the requirements for authorization, notification, and other conditions specified in this Policy, the District may deny access to its electronic communications services and may inspect, monitor, or disclose electronic communications under limited circumstances as described in these policies and procedures.

District contracts with outside vendors for electronic communications services shall explicitly reflect and be consistent with this Policy and other District policies related to privacy.

Section 3720.32 Confidentiality

Employees, students, and others are prohibited from seeking out, using, or disclosing personal information without authorization. Employees are required to take necessary precautions to protect the confidentiality of employee records, student records, and personal information encountered in the performance of their duties. Computer systems and networks provide mechanisms for the protection of private information from examination. These mechanisms are necessarily imperfect and any attempt to circumvent them or to gain unauthorized access to private information (including both stored computer files and messages transmitted over a network) will be treated as a violation of privacy and will be cause for disciplinary action.
Section 3720.41 Intended Use

Electronic communications resources are provided by the District units to support the teaching, research, and public service missions of the College, and the administrative functions that support this mission.

Users of a District electronic communications systems or service may use that facility or service for incidental personal purposes provided that such use does not:

1. directly or indirectly interfere with the District's operation of electronic communications resources

2. interfere with the user's employment or other obligations to the District; or 

3. burden the District with incremental costs.

The District is not responsible for any loss or damage incurred by an individual as a result of personal use of District electronic communications resources.

3720.44 Intellectual Property

The contents of all electronic communications shall conform to laws and District policies regarding protection of intellectual property, including laws and policies regarding copyright, patents, and trademarks. When the content and distribution of an electronic communication would exceed fair use as defined by the federal Copyright Act of 1976, users of District electronic communications resources shall secure appropriate permission to distribute protected material in any form, including text, photographic images, audio, video, graphic illustrations, and computer software.

3720.45 Representation

Use of the District's name, logo and identity is regulated by District policy. Users of electronic communications resources must abide by District policies on the use of the District's identity. Users of electronic communications resources shall not give the impression that they are representing, giving opinions, or otherwise making statements on behalf of the District or any unit of the District unless appropriately authorized to do so.
3720.47 Restrictions

District electronic communications resources may not be used for:

· unlawful activities

· commercial purposes not under the auspices of the District;

· personal financial except for incidental use directly related to one's responsibilities at the District;

· personal use inconsistent with Section 3720.42, Personal Use; or

· uses that violate other District policies or guidelines. The latter include, but are not limited to, policies and guidelines regarding intellectual property and sexual or other forms of harassment (See Appendix B, References).

3720.48 False Identity and Anonymity

Users of District electronic communications resources shall not, either directly or by implication, employ a false identity (the name or electronic identification of another). However, a supervisor may direct an employee to use the supervisor's proxy to transact District business for which the supervisor is responsible. In such cases, an employee's use of the supervisor's proxy does not constitute a false identity. A user of District electronic communications resources may use a pseudonym (an alternative name or electronic identification for oneself) for privacy or other reasons, so long as the pseudonym clearly does not constitute a false identity.
When publishing web pages and transmitting broadcasts (i.e. voice, video, text) a user may not remain anonymous (the sender's name or electronic identification shall not be hidden).
3720.49. Interference

District electronic communications resources shall not be used for purposes that could reasonably be expected to directly or indirectly disrupt or degrade on any electronic communications resources, or unwarranted or unsolicited interference with others' use of electronic communications resources. Users of electronic communications services shall not:

1. send or forward electronic mail chain letters or their equivalents in other services; 

2. "spam", that is, exploit electronic communications systems and services for purposes beyond their intended scope to amplify the widespread distribution of unsolicited electronic communications; 

3.  send an extremely large message or send multiple electronic communications to one or more recipients to interfere with the recipients' use of electronic communications systems and services;

4. intentionally engage in other practices such as "denial of service attacks" that impede the availability of electronic communications services; or

5. knowingly or negligently introducing any invasive or destructive programs (i.e., viruses, worms, Trojan Horses) into District computers or networks.


SECTION 3720.5 Inappropriate uses of District Electronic Communications Resources: Reporting and Consequences

Section 3720.51 Process for Investigating Inappropriate Use

Computer System Supervisor may informally resolve unintentional or isolated minor violations of use policies or procedures through Email or face-to-face discussion and education with the user or users concerned. If there is probable cause to believe that any user is engaging in activities that constitute an emergency circumstance, a System Supervisor may take immediate action as described in Section 3720.02.
3720.511 Student Violations

Suspected violation of this Policy or Procedures by a student shall be reported to the System Supervisor. He/she will determine if the student's conduct constitutes probable cause to initiate any disciplinary action and will then take any action deemed appropriate under the circumstances by following the appropriate sections of Board Policy 3231 - Student Conduct. If the System Supervisor determines that a violation has occurred, he/she may take immediate action to suspend the user's privileges for up to two (2) days. In the event a user's privileges are suspended, the System Supervisor must provide the user with written notice of the suspension and provide a statement of reasons for the actions taken. Any suspension of user's privileges must be reported in writing to the Dean of Educational Programs responsible for student discipline within one day of such action. Thereafter, the Dean may determine whether additional disciplinary action should be taken pursuant to established student discipline procedures as outlined in Board Policy 3231 - Student Conduct. The determination to suspend a student's user privileges may be appealed pursuant to the appeal procedures set forth in Board Policy 3231 - Student Conduct.

3720.512 Faculty Violations

Suspected violations of the Policy or Procedures by the district faculty shall be reported to the appropriate department chair, area supervisor or dean. He/she may: (1) contact the faculty member to attempt to resolve the matter informally, or (2) refer the matter to the area dean or Executive Vice President for investigation and potential disciplinary action following District Policy.
3720.513 Staff Violations

Suspected violations by staff should be reported to the employee's immediate supervisor. He/she may: (1) contact the staff member to attempt to resolve the matter informally; or (2) refer the matter to the appropriate Vice President for investigation and potential disciplinary action following District Policy. If the Vice President determines that a violation has occurred, the System Supervisor may be directed to suspend or revoke the user's privilege. The appropriate Vice President may also direct the System Supervisor to delete material found to be in violation of this Policy or Procedure. In the event user's privileges are suspended or revoked, the appropriate Vice President must provide the user with written notice of the suspension or revocation, and provide a statement of reasons for the actions taken.

3720.514 Non-District User Violations

Suspected violations of this Policy or Procedures by a non-district user shall be reported to the System Supervisor. The System Supervisor will determine if the non-district user's conduct constitutes a violation of the District Policy or Procedure. In the event of a violation, the System Supervisor will take appropriate actions to protect the District's resources and refer the matter to the appropriate District authority. Policy violations by non-district users may be referred to the District's Legal Affairs/Human Resources office and/or law enforcement authorities. Sanctions may include but are not limited to immediate revocation of user privileges, termination of contractual relationships, removal from campus and/or service area, restitution or civil or criminal prosecution.

Section 3720.52 Disciplinary Action

Violations of this policy may result in disciplinary action consistent with disciplinary policies and procedures for faculty, staff and students. Violations may also result in civil or criminal prosecution. Nothing in this Policy precludes enforcement under the laws and regulations of the State of California, any municipality or county therein, and/or the United States of America.

Section 3720.53 Local, Federal, or State Statutes

Any offense which violates local, state or federal laws may result in the immediate loss of all District computing access and use and will be referred to appropriate District offices and/or law enforcement authorities.


3720.6 Access without Consent

Consent from a district user shall be obtained by the District prior to any inspection, monitoring, or disclosure of the contents of District electronic communications records in the holder's possession, except as provided for below. The District shall only permit the inspection, monitoring, or disclosure of electronic communications records without the consent of the holder of such records: 
a. when required by and consistent with laws such as the California Public Records Act; 
b. when there is probable cause to believe that violations of law or 
of District policies listed in Appendix B; 
c. when there are compelling circumstances as defined in; or
d. under time-dependent, critical operational circumstances.
When under the circumstances described above, the contents of electronic communications must be inspected, monitored, or disclosed without the holder's consent, the following sections shall apply.

3720.61 Authorization

Except in compelling circumstances, or under time-dependent, critical operational circumstances, or emergency circumstances as defined in Appendix A, Definitions, such actions must be authorized in advance and in writing by the College President or responsible Vice President. Authorization shall be limited to action no broader than necessary to resolve the situation.
3720.62 Emergency Circumstances

In compelling, critical operational, or emergency circumstances, the least perusal of contents and the least action necessary to resolve the emergency may be taken immediately without authorization, but appropriate authorization must then be sought without delay following the procedures described in Section 3720.61.
3720.63 Notification

In either case, the responsible authority or designee shall at the earliest possible opportunity that is lawful and consistent with other District policy notify the affected individual of the action(s) taken and the reasons for the action(s) taken.
3720.64 Compliance with Law

Actions taken under Section 3720.6 shall be in full compliance with the law and other applicable District policies, including laws and policies listed in Appendix B, References. Advice of Counsel must be sought prior to any action involving electronic communications (a) stored on equipment not owned or housed by the District, or (b) whose content is protected under the federal Family Educational Rights and Privacy Act of 1974.

3720.65 Recourse

Faculty and Staff:
District personnel grievance procedures shall be used as the process for review and appeal of actions taken under Section 3720.6 to provide a mechanism for recourse to individuals who believe that actions taken by employees or agents of the District were in violation of this Policy.

Students: Board Policy 3235 - Student Grievance Policy, shall be used as the process for review and appeal of action taken under Section 3720.6.

